


How to protect your business: 

• Ensure that business accounts are protected using 2-step 

verification (2SV). This will help to prevent unauthorised access to 

your computer systems even if an attacker knows an employee's 

login details.

• Employees who communicate with your suppliers should be 

informed of what types of information a supplier will and won't 

ask for. For example, a supplier will never ask for an employee's 

password. Staff should be encouraged to speak with a supervisor 

if they've received a request they're unsure about.

• If you are a business, charity or other organisation which is 

currently suffering a live cyber attack (in progress), please call 

0300 123 2040 immediately. This service is available 24 hours a 

day, 7 days a week.

• For more advice on how to improve your business' cyber security 

in an affordable and practical way, please see the National Cyber 

Security Centre's Small Business Guide

Recommended police services available to 
organisations in the hospitality sector: 

Police CyberAlarm: is an award-winning free tool, provided by your local 

police force, to help your business or organisation monitor and report 

the suspicious cyber activity it faces. The service is made up of two 

parts: monitoring and vulnerability scanning. It will detect and provide 

regular reports of suspicious cyber activity, enabling your business or 

organisation to identify and take steps to minimise your vulnerabilities. 

https://www.ncsc.gov.uk/collection/small-business-guide


Police CyberAlarm is a monitoring system and does not interfere with 

normal network operations. More information about Police CyberAlarm 

can be accessed here: Police CyberAlarm 

Cyber Resilience Centre (CRC): There is a police-led, not for profit 

Cyber Resilience Centre in every region in England and Wales to help 

businesses better protect themselves against cyber threats. Each CRC 

offers flexible membership packages to suit the needs of all 

businesses with the Core Membership being free of charge. 

Visit your local centre's website to discover the full range of available 

cyber security services: Regional Centres - National CRC Group 

Protect network: The Protect network leads the law enforcement 

response of protecting the public from being targeted in a cyber-attack 

and empowering individuals and organisations to protect themselves. 

There are staff across each local police force and Regional Organised 

Crime Unit (ROCU) in the United Kingdom to offer consistent advice and 

Cyber Essentials: This scheme helps organisations guard themselves 

against the most common cyber threats and demonstrates a 

commitment to cyber security. Certification gives you peace of mind 

that your defences will protect against the vast majority of common 

cyber attacks simply because these attacks are looking for targets 

which do not have Cyber Essentials technical controls in place. It shows 

you how to address the basics and prevent the most common attacks. 

https://www.cyberalarm.police.uk
https://nationalcrcgroup.co.uk
https://www.ncsc.gov.uk/cyberessentials/overview


https://www.ncsc.gov.uk/information/early-warning-service
https://www.ncsc.gov.uk/collection/board-toolkit
https://www.ncsc.gov.uk/information/exercise-in-a-box
https://www.ncsc.gov.uk/section/keep-up-to-date/cisp

	1.pdf
	2.pdf
	3.pdf
	4.pdf

